African countries are at high risk with respect to cybersecurity breaches and are experiencing substantial financial losses. Amongst the top cybersecurity frameworks, many focus on guidelines with respect to detection, protection and response, but few offer formal frameworks for measuring actual cybersecurity resilience. This article presents the conceptual design for a cybersecurity resilience maturity measurement (CRMM) framework to be applied in organisations, notably for critical information infrastructure (CII), as part of cyber risk management treatment.
The main thrusts of the framework are to establish, through assessment in terms of quantitative measures, which cybersecurity controls exist in an organisation, how effective and efficient these controls are with respect to cybersecurity resilience, and steps that need to be taken to improve resilience maturity. The CRMM framework we outline is conceptualised as being applicable both pre-and post-cyber attack. Drawing on the NIST cybersecurity framework (NIST CSF) and other relevant frameworks, the CRMM approach conceptualised in this article would be able to depict an organisation's cybersecurity practices and gauge the organisation's cybersecurity maturity at regular intervals. This CRMM approach is grounded in the idea that, by quantifying an organisation's current practices against established baseline security controls and global best practices, the resulting status measurement can provide the appropriate basis for managing cyber risk in a consistent and proportionate fashion. The CRMM framework defines four cybersecurity resilience quadrants (CRQs), which depict four different degrees of organisational preparedness, in terms of both risk and resilience.
Introduction
Cyber threats create high levels of economic and safety uncertainty across African countries. Consulting house Serianu noted, in its Africa Cyber Security Report 2017, that the top cybersecurity threats on the continent in 2017 were: fake news; insider threats; ransomware; cyber bullying; the cybersecurity skills gap; theft of funds from mobile and internet banking customers; weak security infrastructure; phishing, cyber pyramid frauds; and hacking of government systems (Serianu, 2017a) . The estimated cost of cybercrime to African businesses in 2017 was USD3.5 billion (Serianu, 2017a, p. 58) . In five countries (Ghana, Kenya, Nigeria, Tanzania and Uganda), Serianu found that the most costly type of cybsersecurity breach (costing an estimated USD352 million across the five countries in 2017) was insider threats (Serianu, 2017a, p. 59) . Individual Serianu country reports are available for Kenya, Nigeria, Tanzania and Uganda (see Serianu 2017b; 2017c; 2017d; 2017e) . Serianu concluded that "over 90% of African businesses are operating below the 'cyber security poverty line' ", i.e., below the minimum level of security required (Serianu, 2017a, p. 9 ).
Cyber threats have generated significant shifts in policy that are changing political and economic debates (Mbanaso & Dandaura, 2015) , noting, for example, Nigeria's Cybercrime Act of 2015 and South Africa's Cybercrimes Bill of 2018.
Organisational cybersecurity frameworks tend to prescribe generic guidelines for how to secure an organisation's critical information infrastructure (CII), without providing ways of measuring precisely what the strengths and weaknesses are, as the basis for specific improvements. There is currently no tool to measure the current maturity level of an organisation's cybersecurity resilience. Thus, the research problem Conceptual Design of Cybersecurity Resilience Maturity Measurement (CRMM) Framework informing our work is the absence of available tools for precise measurement of organisational cybersecurity resilience maturity.
Effective cybersecurity risk management requires attention to organisational-level resilience, in order to build country-level resilience. The cybersecurity resilience maturity measurement (CRMM) framework we propose in this article is conceived as a maturity framework tool to help organisations ascertain their cybersecurity status by matching their current cybersecurity practices against baseline security controls and best practices. The implementation version of the CRMM framework, to be developed based on the conceptualisation outlined in this article, would address the full cybersecurity ecosystem within an organisation. The framework would enable organisations to identify where their practices are weak, or not adequately implemented, and would provide for security controls to be proportionately entrenched throughout the cyber risk management process.
A CRMM approach can, we contend, provide a unique way to measure organisationwide progress made in embedding cybersecurity controls in day-to-day and strategic operations. It can measure a range of activities-including risks associated with leadership and governance, human resources management, procurement management, operations and technology management, processes and people-in a fashion that, when quantified, can indicate the cybersecurity maturity level of an organisation.
The core outcomes of the CRMM framework that we conceptualise in the article are the cybersecurity resilience quadrants (CRQs), which indicate an organisation's cybersecurity maturity level. These indicator quadrants, when analysed with reference to the relevant quantitative data, can reveal which controls and processes are underachieving, or need to be fine-tuned, in order to achieve the expected maturity level. In this fashion, the CRMM framework can guide improvement across an organisation in a more consistent, coherent and measurable manner than is presently the case in most organisations' cyber risk treatments.
Research questions
In researching the necessary components for the CRMM conceptual framework, we were guided by several key questions, applicable in any organisation, which the framework would have to provide answers to. The overarching question was: What should be the structure, and key components, of a cybersecurity resilience maturity measurement framework?
We were guided, in our development of the CRMM structure and components, by our determination that the CRMM would, through its implementation by an organisation, need to answer the following questions for the organisation:
• What is the organisation's current stage in terms of cybersecurity resilience maturity? • What is the organisation's desired next stage of maturity?
• What are the factors, causes or defects responsible for the current stage where the organisation is positioned?
• How does the organisation need to improve in order to achieve the next stage of maturity? • In particular, what are the necessary security controls required for improvement? • How can the organisation create momentum to ensure that its cybersecurity is consistently and constantly improved?
Guided by these questions, we sought to conceptualise quantifiable ways to measure, as accurately as possible, the variable factors that affect cybersecurity resilience. The conceptualised framework needed to accurately and consistently quantify the state of affairs with respect to an organisation's cybersecurity status at any given point in time, i.e., the degree to which the organisation's current practices and controls in place are appropriate to achieving improved cybersecurity resilience maturity.
The next section of this article provides background and underlying concepts, followed by a section on the phases of design, and refinement, of the CRMM. We then provide a detailed explanation of the CRMM framework, as conceptualised to date based on our research. After that, we provide a draft mathematical model developed for the framework, followed by conclusions.
This article provides the initial conceptual design for a CRMM framework. The detailed content of the framework, and its testing and refinement via data collection, will be presented in subsequent publications.
Background: The need for a cybersecurity resilience maturity measurement (CRMM) framework
Cyber attacks have become ubiquitous throughout society, drawing attention to the need to manage cyber risks (Hartwig & Wilkinson, 2014; HPE, 2016; Serianu, 2017a) . Globally, advanced technologies have enabled malicious entities to commit cybercrime more easily than anticipated, while crippling cyber attacks are putting many organisations in disarray. The increase in data breaches is motivated by financial, political, revenge, espionage, identity theft and other motivations, resulting in long-term financial consequences, reputation and customer loss, loss of competitive advantage, and other liabilities (Marinos, 2013 to the authors, "to the exploitation of unpatched systems and poorly secured systems holding Personal Identifiable Information (PII)" (p. 8).
Cyber risk management has emerged as a vital component of the corporate risk management portfolio, requiring effective steps to deal with and minimise risk exposure (ITU, 2017; NIST, 2017) . As part of cybersecurity preparedness, an organisation's board and top management should be fully aware of cyber risk exposure and the degree of cybersecurity maturity needed to inform proportionate investment in cybersecurity. However, many organisations and institutions are not mindful of the cyber risks they face, due to lack of available scientific tools to quantify cyber risks and their severity. There is speculation about managing cyber risks, rather than deep understanding of the key drivers, variable factors, and effects that are relevant.
Cyber risks are top national priorities in many countries, as individuals, businesses, and governments increasingly face cyber attacks (Hartwig & Wilkinson, 2014) . All countries need to increase their levels of cybersecurity resilience maturity, because the concentration of digital activities has incentivised cyber criminals to grow increasingly innovative, enabling them to persistently breach cybersecurity. Classes of cyber criminals have emerged with diversified interests and motivations, further complicating the threat landscape (Mbanaso, 2016) . The effect of a single cyber attack, when it succeeds, may have debilitating effects of national magnitude, making it evident that cyber risk needs to be addressed at national levels. Cyber risk has prompted countries to devise a variety of approaches aimed at balancing the need to sustain the gains of the digital revolution with the need to combat the menace of cyber criminals (Powers, Fancher, & Silber, 2016) , including: national cybersecurity strategies and policies, cybersecurity frameworks, cybersecurity agencies, and defence mechanisms. Increasing attention is being given to cybersecurity measurement frameworks and surveys, as a means to assess and advance maturity at country levels (see, for example, DTCC, 2014; ITU, 2015; . However, because these approaches operate at national levels, they do not offer comprehensive solutions for application at the institutional level.
For example, Peter (2017) (Hathaway, Demchak, Kerben, McArdle & Spidalieri, 2015) . The Peter (2017) CRPI framework, like the three frameworks it draws on, "only measures the existence of each indicator in a country. Thus, the ranking is based on the existence, not the quality, extent or effectiveness, of the indicators for protecting each nation's cyber investments and critical infrastructure" (Peter, 2017, p. 50) . These broad frameworks offer some limited perspective at country level, but do not assist organisations to adequately defend themselves against cybercrime.
In institutions of any kind, whether large corporate institutions, or small and medium-sized enterprises (SMEs), or governments, greater attention is needed to institutional-level cyber risk management. Yet too many of the current institutionallevel cybersecurity frameworks (e.g., COBIT 5, NIST CSF) offer only broad guidelines for organisations to apply, rather than detailed, quantitative frameworks. Hence insufficient attention to cyber risk management is often present in organisational cybersecurity approaches.
Research phases: Design and refinement of a CRMM framework
Cybersecurity can arguably no longer be viewed solely through the lenses of disciplines such as information systems or computer science, but should rather be understood as a multi-disciplinary domain spanning disciplines in both the sciences and humanities. At the same time, it is important, in both conceptual work and empirical work on cybersecurity matters, to adopt agile research strategies designed to enable researchers to continuously improve their frameworks (Dark, Bishop, Linger, & Goldrich, 2015) .
We decided upon a quantitative approach for the conceptual framework we researched, on the grounds that a quantitative framework could generate replicable measurements able to establish the relationships between organisations' current cybersecurity practices and their targeted resilience maturity levels. Equally, it was clear to us that resilience should possess the characteristics of measurability, i.e., the resilience framework would need to be able to quantify the variable factors in numerical, logically computational form. This is in line with the dictates of quantitative empirical explorations, whose outputs must be computable, independent, numerical data that can be statistically analysed (Hassani et al., 2011; Salhin et al., 2016) . Accordingly, the conceptual CRMM framework we set out in this article seeks to combine strengths found in various existing cybersecurity frameworks into a quantitative framework that can guide the design of instruments to allow logical computation of various effects or variables.
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Figure 1 provides an illustration of the phases we decided would need to be followed in the design and refinement of a CRMM framework.
Figure 1: Design and refinement of a CRMM framework
The discussion below provides detail on the steps taken to date, in terms of the phases outlined in Figure 1 , for reference by any researchers wishing to follow similar phases in their own work on conceptualisation of quantitative measurement frameworks for application in organisational contexts. We cover only the first three phases-research context, framework design strategy, and framework conceptualisation and specificationas those are the phases we have completed and which produced the content for this article.
Phase 1: Research context
Contextually, the cybersecurity ecosystem should be observed through the variable factors that contribute to cybersecurity effects or risk. From a design perspective, the causal factors that affect cybersecurity can be viewed within the context of organisation/enterprise, people, process, and technology (ISF, 2016). These environments form the basis for comprehensive definition of causal factors and quantitative effects, as explained below:
• Organisation/enterprise: Corporate governance is key to effectiveness of operational cybersecurity aimed at minimising organisations' cyber risk exposure. In the organisational context, the executive management must set the policy direction and governance structure that provide assurance that cybersecurity actions are consistently and correctly executed.
• People: The people element seems often to be the weakest link, due to the inherent human fallibility (McAndrew, 2018; Sundström & Holmberg, 2008) . Everyone with access to cyber infrastructure needs to be aware of their cybersecurity responsibilities, to have their effectiveness evaluated continually, and to be consistently managed.
• Process: Corporate processes, applications and data that support the operations and decision-making of cybersecurity must be assessed to assure effectiveness and consistency.
• Technology: This is concerned with assessment of physical and technical infrastructure, i.e., the network, hardware and software components required to support cybersecurity measures.
Phase 2: Framework design strategy
Events shaping cybersecurity risks are unpredictable and require continuous monitoring. Thus, we concluded that the philosophy and characteristics of agile strategy would need to be incorporated into the design of the CRMM framework. Various researchers (see Dark et al., 2015) have incorporated ideas and themes from agile strategy set out in the Agile Strategy Manifesto (Agile Helpline, 2011) into their work on the agile research process. Among the key characteristics of agile strategy is emphasis on an iterative or adaptive approach. We determined that the CRMM framework we conceptualised would need to be grounded in agile research strategy, i.e., it would need to be able to continually respond to the unpredictability of cybersecurity events and effects. Incorporating an agile approach into the framework would, we concluded, require inclusion of data analysis techniques that use deductive reasoning, in order to encourage agility based on reliable and objective data. Also required for the framework would be specification of regular, possibly annual or biannual, organisational application of the framework, in order to enhance agility.
Our framework design strategy also called for incorporation of relevant components from the existing body of knowledge with respect to cybersecurity frameworks and standards. As discussed in more detail in this article's section 5 below, it was decided that COBIT 5, CIS security controls, SoGP for IS, the ISO/IEC 27005, and NIST CSF should be examined, and selected components built into the design of the CRMM framework. For example, we built on the COBIT 5 achievement rating.
Phase 3: Framework conceptualisation and specif ication
Determining cybersecurity resilience maturity level requires measurement of events, and/or measurement of levels of occurrence of variable factors and effects. We determined that utilising relevant components from the five frameworks cited above and discussed in more detail below (hereafter referred to as the "combined core") would provide an appropriate foundation for a CRMM framework, noting that any identified gaps could be filled progressively as the framework is implemented and tested in actual organisations. Subsequent publications will report on the trial implementation of the framework in selected institutional settings, with the objective of testing the framework, and adapting it, if necessary, based on lessons learned.
We also concluded that cybersecurity resilience determinations would require that the framework, when applied, could generate discrete data with finite number values. This made the quantitative paradigm the necessary approach, since this would allow for numeric quantification of the resilience maturity values, and would allow for CRMM scores to be generated, disseminated, and compared, in a widely understandable fashion.
We also determined that the framework's data components would need to be selected from the five frameworks in such a way that they addressed the stated research problem as best as possible, and in a manner that could be validated. This meant that each data component chosen would have to be both relevant and quantifiable.
As a first step, COBIT 5, CIS security controls, SoGP for IS, and ISO/IEC 27005 would need to be examined and selected components mapped to the five functional pillars of the NIST CSF, thereby adapting the existing CSF, which is a guiding framework, to make it part of a quantifiable framework. As a second step, components of the combined core of the adapted NIST CSF would need to be examined to decide which should be selected and which should be deselected, based on clear reasons. As a third step, the full set of selected components would need to be used to craft a cybersecurity resilience maturity survey instrument. The survey instrument would need to use defined metrics for the combined core-an example of which is set out in Figure 3 below using the "protect" functional pillar of the NIST CSF.
We determined that the process of gathering relevant quantitative data in an established systematic way, for each of the components of the combined core, will be critical to the quality of the survey data, including the integrity, accuracy and reliability of the data. The result produced via a framework grounded in quantitative data needs to be quantifiable, objective, and consisting of numerical datasets that can be computationally and statistically analysed. Accordingly, our conceptualisation of the CRMM framework had to include provision for a computational mechanism based on computational mathematics, data structures, and algorithms. When developed as a software artefact, this computational mechanism would have to have the capability to process the data inputs and present the cybersecurity resilience quadrant (CRQ) indicator as an output. A brief outline of the key elements conceptualised for the mathematical model to be applied to the survey data is presented in this article's section 7.
(The full set of specific data collection components required for this third phase (framework conceptualisation and specification), and a discussion of the fourth phase (framework testing and refinement, as shown in Figure 1 ) will be published separately from this initial conceptual article.)
More detail on phase 3: Framework conceptualisation and specification
A range of frameworks and standards deal with cybersecurity from similar but distinct philosophical stances, each providing guidelines, principles, procedures, standards and best practices for effectively managing cybersecurity risks in organisations. These frameworks provide sequences of activities that can contextually manage cyber risk in a systematic fashion. Among these frameworks are the main foundation for our framework, the NIST cybersecurity framework (NIST CSF) (NIST, 2014) , and four other influential frameworks in the field, namely, in chronological order of publication: version 5 of the control objectives for information and related technology (COBIT 5) (ISACA, 2012); the Centre for Internet Security (CIS) security controls (CIS, 2016); the standard of good practice for information security (SoGP for IS) (ISF, 2018); and the ISO information security risk management (ISO/IEC 27005) standard (ISO/IEC, n.d.). All five of these frameworks are applicable at organisational level.
Building on these five frameworks, the framework we devised focuses on the measurement of cybersecurity effectiveness at institutional level; in other words, creating a framework to measure actual resilience, rather than simply providing guidance. The sub-sections that follow introduce the five frameworks we drew on.
Control objectives for information and related technology (COBIT 5)
The control objectives for information and related technology (COBIT) framework has been developed by the Information Systems Audit and Control Association (ISACA), and the latest version, COBIT 5, is formulated using five principles and seven enablers. The principles are: meeting stakeholders' needs; covering the enterprise end-to-end; applying a single integrated framework; enabling a holistic approach; and separating governance from management. The enablers are: processes; organisational structures; culture, ethics and behaviour; principles, policies and frameworks; information; services, infrastructure and applications; and people, skills and competencies (ISACA, 2012). COBIT 5 is a comprehensive framework for the treatment of information technology governance and management, and includes but is not specific to cybersecurity matters. We determined that COBIT 5's principles and enablers can be accommodated within a framework grounded in NIST CSF.
Centre for Internet Security (CIS) security controls
The Centre for Internet Security provides a set of 20 security controls that establish a critical set of actions specific to handling aspects of cybersecurity threats in a wide range of sectors. These controls represent a collection of best practices, including six basic controls (including inventory and control of hardware assets; inventory and control of software assets; and continuous vulnerability management); 10 foundational controls (including email and web browser protections; malware defences; and data recovery capabilities) and four organisational controls (including security awareness and training; application software security; and penetration tests and red team exercises) (CIS, 2018) . The CIS controls are specific to cybersecurity and contributed to our establishment of the building blocks for cybersecurity resilience.
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Standard of good practice for information security (SoGP for IS)
The Information Security Forum (ISF) has formulated a standard of good practice for information security (SoGP for IS) to support organisations in addressing information security concerns based on six elements: technology, process, people, compliance, risk, and governance (ISF, 2018) . The SoGP for IS also provides principles with respect to security governance, security requirements, control frameworks, and security monitoring and improvements. Furthermore, it addresses emerging concerns such as: threat intelligence; cyber attack protection and industrial control systems; enhancement of risk assessment approaches; security architecture; and enterprise mobility management. The SoGP for IS adds complementary dimensions to COBIT 5 and the CIS security controls.
ISO information security risk management standard (ISO /IEC 27005)
The International Organisation for Standardisation (ISO) and the International Electrotechnical Commission (IEC) provide a suite of information security standards, known as ISO/IEC 27005, which offer guidelines on information security risk management (ISO/IEC, n.d.). In particular, ISO/IEC 27005 is a risk-based approach to the treatment of cybersecurity: first, by establishing the cybersecurity context including the scope and the methods (either qualitative or quantitative); and second, by taking cognizance of the organisation's defined risk tolerance or appetite. It considers assets, threats, existing controls, and vulnerabilities as the basis for determining the probability of incident occurrences and anticipated level of risk. This standard is explicit with respect to risk management.
The NIST cybersecurity framework (NIST CSF)
The NIST cybersecurity framework (NIST CSF) provides three main components:
(1) framework core, (2) implementation tiers, and (3) framework profile (NIST, 2018). The framework core primarily consists of a set of five cybersecurity functional categories (with subcategories) as essential activities for effective cybersecurity risk management. The five functions-identify, protect, detect, respond, and recover-define characteristics of security controls and activities that are implementable (NIST, 2018) . The implementation tiers enable organisations to foster understanding of the cybersecurity treatment approach and the context upon which control measures can apply (Barrett et al., 2017) . The framework profile provides the guidance for implementing the framework, and for tracking the organisation's requirements for improving its cybersecurity resilience posture.
The NIST CSF provides four implementation tiers-(1) partial, (2) risk-informed, (3) risk-informed and repeatable, and (4) adaptive-as the basis for choosing a target maturity profile, and for evaluation of progress (Almuhammadi & Alsaleh, 2017) . According to NIST, the four tiers do not represent maturity, but rather the basis to support how organisations can view their maturity level. In other words, the tiers are meant to help inform top management's view of cybersecurity and its determination of the phases of action necessary to achieve a particular maturity target. NIST's notions of current profile and target profile are meant to address identified gaps consistently, but do not provide scientific or empirical ways to quantify cybersecurity resilience maturity.
In the African context, the NIST CSF is broadly followed by consultancy Serianu in construction of its Africa Cyber Security Framework, which includes four domains (Serianu, 2017a, p. 78) . Domain 1 is cybersecurity risk management (anticipate risks); domain 2 is cybersecurity vulnerability management (detect vulnerabilities); domain 3 is cybersecurity incident management (respond to incidents); and domain 4 is cybersecurity visibility management (contain) (Serianu, 2017a, p. 78 ). Serianu has also set out an Africa Cyber Security Maturity Framework, with five levels of cyber maturity: level 1 (ignorant), level 2 (informed), level 3 (engaged), level 4 (intelligent), and level 5 (excellent) (Serianu, 2017a, p. 9) .
Analysis
In as much as these frameworks and standards provide ways to treat cybersecurity risks, they do not provide means to measure actual cybersecurity resilience. Nonetheless, we found that many of the elements of these five frameworks and standards could be used as building blocks for the CRMM framework we propose.
Conceptualisation of a CRMM framework
As explained above, our objective in conceptualising-and, at a later stage, piloting and refining-a CRMM framework is to enable quantitative measurement of cybersecurity resilience maturity, i.e., ascertaining the resilience posture of an organisation. This we consider necessary in order to ensure that an organisation's underperforming controls can easily be identified, prioritised, consistently managed, and improved upon. Due to cyberspace's continuously shifting threat environment, effective organisational operation in cyberspace requires a way of formally evaluating and measuring the cybersecurity resilience maturity level of an organisation, based on a comprehensive and actionable set of quantifiable effects and metrics. Such cybersecurity metrics can then be the basis for balanced understanding of cybersecurity resilience at the necessary level of granularity. Understanding cybersecurity resilience maturity requires analysis of actual organisational practice; hence the need for a suitable framework to quantify current practice against established baseline security controls and global best practices.
Accordingly, we have conceptualised our CRMM framework as a predictive tool that can provide quantification of various cybersecurity operational activities, can highlight areas that are under-performing, and can indicate the actions necessary to effect changes necessary to improve cybersecurity functions.
The CRMM framework we have conceptualised adapts the aforementioned NIST CSF five functional pillars-identify, protect, detect, respond, recover-and their respective subcategories, by mapping and integrating selected framework elements from COBIT 5, CIS controls, SoGP for IS, and ISO/IEC 27005 into the NIST CSF. The result is the aforementioned combined core for the CRMM framework, which is aimed at ensuring that the framework is robust. The combined core, and the elements flowing from it, are illustrated below in Figure 2 . Flowing from the conceptual design in Figure 2 above, Figure 3 below presents a magnified view of the structural organisation of one of the components of the framework and its categories and subcategories, using the "protect" functional pillar as the specific framework component. (This initial representation will be further refined, and applied with respect to all five NIST CSF functional pillars, at the next stage of our research endeavour.)
Figure 3: Example of draft CRMM functional pillar: "Protect"
As depicted in Figure 3 for a single function ("protect"), a computational mathematical model design will be applied to each of the five functional pillars, with each of the five adapted NIST CSF functional pillars denoted as resilience functions (RFs), and with each RF underpinned by a resilience function category (RFC) and a resilience function subcategory (RFS). Additionally, for each RFS, a resilience measure (rm), and a resilience measure impact factor (RMIF), will be assigned.
Mathematical model for CRMM framework
The following are the elements we have initially developed for a mathematical model corresponding to the CRMM conceptual framework outlined above:
• Definition 1: Cybersecurity resilience function index (CRFI) is the sum total quantification of the resilience functions (or the sum of RFs) (explained in more detail below);
• Definition 2: Resilience function factor (RFF) defines the summation of resilience function categories (or RFCs) under a particular function;
• Definition 3: Resilience category factor (RCF) defines the summation of resilience function subcategory activities (or sum of RFSs) under a subcategory;
• Definition 4: Resilience function subcategory (RFS) factor is the sum total quantification of resilience measure impact factors (RMIFs);
• Definition 5: Resilience measure impact factor (RMIF) is the summation of resilience measures (rms) for a specific subcategory; and
• Definition 6: Resilience measure (rm) is the unit quantification that measures a precise control (or depicting current practice) (explained in more detail below).
In the sections that follow, we provide the conceptual assumptions that underpin the construction of the mathematical model.
Cybersecurity resilience function index (CRFI)
The CRFI is the weighted summation of the quantification of the five functional pillars controls -identify, protect, detect, respond, recover-based on the contributing elements of the RFs. The weighted elements are grounded in the assumptions of what we determined to be percentage weights of the risk-contributing function factors (RCFFs) of the core functions, as shown in Table 1 . The rationale for the weights assigned to the risk-contributing function factors (RCFFs) in Table 1 is that function pillars will have varying effects on cybersecurity resilience. We argue that among the five functions (based on an average weighting of 20% for each), protect controls should be the highest priority, and thus should have a higher weighting, of 25%, because it serves as the most critical resilience factor effect. We based this weighting on the view that an organisation must put greatest emphasis on prevention. We determined that recover controls should be lower priority, with a marginally lower weighting of 15%, making it the least critical effect factor, as it is a result of actions taken in terms of the other four functional pillars.
Resilience measure (rm)
Based on our scrutiny of the existing frameworks outlined above, we decided that one of the foundational units of measure for all higher-level metrics in the design of the CRMM mathematical model should be the resilience measure (rm). This rm is the controlling effect that measures the actual cybersecurity practice against the baseline security controls and best practices. For this measure, we adapted the COBIT 5 achievement rating, to produce the rm formulated as a quantifiable weight, as depicted in Table 2 . The COBIT 5 achievement rating is a standard derived from a rating scale defined in ISO/IEC 15504, which is mostly used in process assessment modelling. It is used here because the CRMM framework is an assessment model, and the COBIT 5 achievement rating is a known and accepted standard in process modelling. The resilience measure (rm) is the smallest unit of analysis for which data can be collected and can be specific to any particular types of resilience being measured in our framework-for example, password strength, as discussed below in relation to Figure  4 on "password regime". We built our conceptual design of rm through application of the SMART (specific, measurable, actionable, relevant, timely) construct derived from the field of strategic management. SMART is largely used in improvement and performance schemes in order to make goals achievable (Cheng et al., 2014; MindTools, 2018) . We used SMART to clarify and conceptually position rm in a way that is focused, strategic and significant, and in a manner that increases chances of achieving certain defined objectives, as follows:
• Specific: The rm control is focused on a specific unit of effect measurement, and not a by-product or result of another component.
• Measurable: The rm control has quantifiable effect, i.e., it is accurate and complete by itself.
• Actionable. The rm control can be improved upon, i.e., it is easy to understand the particular corrective action required.
• Relevant: The rm control has measurable resilience effect, and is important to achieve the overall cybersecurity goal.
• Timely: The rm control is easily accessible when required.
To show how rm weight could be calculated in terms of the framework, Figure 4 provides a sample proposed instrument, which could be entitled "password regime". The draft instrument provided in Figure 4 would aim to test users' compliance level, and knowledge, quantitatively. In respect of statement A, a user who uses alphanumeric and special (or weird) characters would have more resilience against password attacks than a user who uses family names. In respect of statement B, a user who has a password length of 8-12 characters would have a higher resilience measure than a user with a password length of 4 characters.
Drawing on the assignment of numeric values in Figure 4 and Table 2 , enforcement and practice for the strongest password regime (i.e., A=6, B=6) would be quantified as rm level 5 (fully achieved). Thus, theoretically, it can be argued that the construction of weighted scales for the quantification of granular controls can provide adequate validity in terms of summation of baseline security controls and best practices for cybersecurity resilience.
An important note to add in this context is that a user may be aware of password best practice but still fail to comply. Users' resistance to change, or human weakness, can be a major factor in cybersecurity, and identification and quantification of such weaknesses can show an organisation more precisely what the strengths and weaknesses are, as the foundation for deciding how to address these.
Based on the foregoing, CRMM could be expressed mathematically to enable the development of a suitable data structure, algorithms, and computational logic for the various rm effects which, when summated, would produce a result that indicates an organisational cybersecurity resilience function index (CRFI) as a cybersecurity resilience quadrant (CRQ) indicator. The mathematical formulation would be as follows:
To sum the contributing effect of rm for one sub-category, it can be expressed as follows:
Where i = 1 to n, and n is the number of resilience effects under consideration.
To normalise the result for the resilience function subcategory, it is necessary to divide the resilience measure impact factor (RMIF) by N, so that equation (1) becomes: 2
Similarly, it follows from the above equations that the contributing effect of the resilience category factor (RCF) for all subcategories can be expressed as follows:
Where i = 1 to n, and n is the number of RMIF.
To normalise the above equation, it is necessary to divide RCF by N, so that equation (3) becomes:
Following from equation 4, the contributing effect of the resilience function factor (RFF) for all categories can be expressed as follows:
Where i = 1 to n, and n is the number of RCF.
To normalise this equation, it is necessary to divide RCF by N, so that equation (5) becomes:
Now, the cybersecurity resilience function index (CRFI) is the next level equation needed to calculate the contributing effect of all resilience functions. Noting that each function has a specific contributing weight factor (see Table 1 ), the cybersecurity resilience function index (CRFI) can be expressed generically as follows:
Where i = 1 to N, and N is the number of RFF, but in this case N is 5, and w i is the weight factor of each function (see Table 1 ).
So far, we have shown the accumulation of the various contributing function factors from subcategories to function categories, and then the functions. Therefore, based on the previously assigned weights (see Table 1 ), the function weight factors can be applied to specific functions, and the cyber resilience function index (CRFI) can now be expressed as follows:
Since the values of function weight factors are known, derived from Table 1 , we can substitute the values into equation 8. Thus, CRFI can be expressed as follows:
Where CRFI 0 is the optimised cybersecurity resilience function index and should have a value between 0 and 1 then:
From the foregoing, the cyber resilience quadrant (CRQ) can be created based on the following definitions assigned: Quadrant I: "Initial" is the range 0.0 -0.25 Quadrant II: "Defined" is the range 0.26 -0.5 Quadrant III: "Managed" is the range 0.51 -0.75 Quadrant IV: "Optimised" is the range 0.76 -1.0
These formulations show how cybersecurity resilience maturity can be quantified mathematically. From the relevant CRQ, the degree of cybersecurity resilience of an organisation can be gauged-depicting the current practices and the degree of applicable baseline security controls, with the maturity level falling in one of the quadrants, I through IV.
The underlying logic is the quantification and aggregation of the effect of five functions-identify, protect, detect, respond, and recover functions-and their subcategories. In the subcategories, the resilience measure (rm), which is the smallest unit quantified, helps to measure the unique effects of each particular resilience indicator. The summation of the effects in a cluster of functions, including their subcategories, is then aggregated in the computation of the CRFI, leading to the generation of the CRQs. The numerical ranges assigned to each of the four possible CRQs (i.e., the four possible maturity quadrants) ensure that the cumulative resulting effect lies between 0 and 1, therefore generating four usable quadrants.
The cybersecurity resilience quadrants (CRQs)
The conceptual design of the cybersecurity resilience quadrants (CRQs) aims to provide a single view of an organisation's maturity level, i.e., its degree of cybersecurity resilience. The resulting CRFI o value is a pre-defined functional performance indicator that indicates in which of the four quadrants the organisation lies with respect to cybersecurity resilience maturity.
Thus, within our proposed CRMM framework, the CRQs represents the intersections of risk and resilience, as illustrated in Figure 5 on the next page. In order to formulate the CRQs, we adapted the capability maturity model integration (CMMI) developed by the Software Engineering Institute, Carnegie Mellon University (CMMI Institute, n.d.; Nath, 2018) . The CMMI, which is globally recognised as a process improvement framework, has five levels (initial, managed, defined, quantitatively managed, optimising) . We adapted four of the five CMMI levels to conceptualise the CRQs for our CRMM framework.
The explanations for each of the four CRQs are as follows:
• Initial: This CRQ describes a maturity level characterised by a highrisk environment with few, or ad hoc and chaotic, security controls. The organisation typically is not a stable environment, i.e., there is an absence of top management leadership and an absence of prioritisation of cyber risk as part of corporate risk management. This quadrant indicates highest risk and lowest resilience.
• Defined: This CRQ describes a maturity status that is characterised by a medium-risk environment with basic security controls in place. There is recognition of cyber risk, and the organisation is making efforts to ensure that security controls are standardised by policy, standards, procedures and governance functions. This quadrant indicates medium risk and medium resilience.
• Managed: This CRQ describes a maturity status that is well categorised and understood, and is described in standards, procedures, tools, and corporate governance practices. A critical distinction between defined and managed is the wider scope, in this quadrant, of the cybersecurity standards, policies and procedures across the organisation. Security controls are consistently planned, managed, performed, measured, and controlled. Relevant stakeholders are aware of the cybersecurity responsibility imposed on them by virtue of their corporate responsibility. This quadrant indicates high risk but also high resilience. Risk is potentially high, but because the risk is understood and prioritised, it is managed vigorously and consistently.
• Optimised: This CRQ describes a maturity status that is effectively agile and continually improved, based on a quantitative understanding of the common cyber risk factors. There is full commitment of top management, and full understanding of organisational risk exposure. The significance of effective cybersecurity governance, and of stakeholders' roles and responsibilities, are well understood, resulting in a cycle of persistent improvement and continual revision in order to respond to changing business objectives and the changing threat environment. This quadrant indicates the lowest risk and highest resilience. 
Conclusion and future work
The CRMM framework we have outlined in this article conceptualises mechanisms to address cybersecurity risk management gaps. It incorporates a mathematical model designed to quantify the cybersecurity effects and variables which, if correctly addressed, can lead to improved performance of an organisation's cybersecurity. The CRMM and its CRQs provide a framework for developing, improving, and sustaining cybersecurity resilience by determining the extent to which the organisation's current actions on cybersecurity governance are working, the extent to which the organisation is improving, and the extent to which the organisation needs greater continuous improvement. Our CRMM framework offers a rigorous yardstick, a performance-rating technique, which allows comparison between an organisation's current cybersecurity performance against known best practice, and between current performance and the organisation's previous, or desired future, performance.
While there are robust cybersecurity frameworks that prescribe the essential toolkits to manage cybersecurity risk, determining the current state of cybersecurity resilience remains an imprecise practice. This gap makes it difficult for an organisation to ascertain its current status, and to identify a visible path for improvement. As an organisation advances its cybersecurity preparedness, it is expected to establish a maturity level whereby it detects areas needing enhancement, and knows how to correct negative effects by drilling down to under-performing areas. The CRMM and the CRQs are conceptualised with the aim of providing a clear single view of an organisation's cybersecurity resilience maturity, in a way that can direct the organisation to consistently and continuously better its performance. To earn an optimised CRQ rating in our framework, i.e., to achieve an optimised level of cybersecurity resilience maturity, an organisation will have to exhibit a deep understanding of, and commitment to, improving cybersecurity resilience based on statistical and quantitative methods. Conversely, an organisation found to be in one of the other three quadrants will receive an indication of the elements that the organisation requires, by way of continuous improvement, in order to advance to a higher level of cybersecurity resilience maturity, i.e., to a better CRQ.
The CRMM approach can create value for an organisation by establishing the specific gaps and priorities in its cybersecurity. Applying the CRMM framework will provide a status report on which of the four quadrants the organisation falls into, which controls are underperforming, which quadrant the organisation should move to next, and how it can move to that next quadrant, all the while building greater organisational precision in measuring resilience levels.
The conceptual design we have presented in this article is a first step towards greater precision in measuring cybersecurity resilience maturity. The next step in this research will be to move from the conceptual framework to actual testing and refinement, via pilot implementation. Pilot implementation will initially require four steps, as set out in Figure 6: (1) define (first, by selecting relevant functions and unit controls); (2) assess (evaluate the current state of pilot organisations' resilience through pilot quantitative surveys generating CRQ outcomes); (3) decide (decide on corrective controls); and then (4) improve (pilot application -apply prioritised controls to enhance resilience).
